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DESCRIPTION 



Data processing system, data processing method and data processing apparatus 
Technical Field 

This invention relates to a data processing system, a data processing method and 
a data processing apparatus. 

Background Art 

In recent years, a system of transmitting and recording such digital data as 
music information and image information by connecting a plurality of AV equipment 
through a digital filter for example at home has been gaming ground. For example, 
video camera, Digital Versatile Disk (DVD) (trade mark) and other AV equipment 
with an interface according to the IEEE (The International of Electrical and 
Electronics Engineers, Inc.) 1394 high-performance serial bus standard (hereinafter 
referred simply as the IEEE 1394 serial bus) which is a digital bus are being 
developed. 

Normally, movie data are copyright information, which requires some measures 
to prevent any unauthorized users from copying. 

In order to prevent any copy by unauthorized users, for example, in the 
Minidisk (MD) (trade mark) system, a method called "SCMS (Serial Management 



System)" is used. This means information transmitted via a digital interface along with 
music information. This information indicates that the music data are either "copy 
free," "copy once allowed" or "copy prohibited" data. On receiving music data from 
the digital interface, a minidisk recorder detects SCMS and if the data are copy 
prohibited, the music data are not recorded in a minidisk, and in case of copy once 
allowed data, the SCMS information is converted into copy-prohibited data and is 
recorded along with the music data received. In the case of copy-free data, the SCMS 
information is recorded as it is along with the music data received. 

In this way, the minidisk system uses SCMS to prevent any unlawful copy of 
copyright data. 

And in a data transmission system in which a digital interface is used to transmit 
or record music data, image data and other digital data, a method of storing 
reproduction control information in the packet header of each data packet on the 
transmission channel for transmission has been devised. 

Such reproduction control information is defined by two bits for example as 
follows: 

00; Copy free; 

10; Copy once allowed; 

01: No more copy allowed; 

1 1 : Originally copy prohibited. 

On receiving a data packet, the recording equipment records the data and 



examines the reproduction control information. When the reproduction control 
information is either "01" or "11" representing the prohibition of copy, the data 
received are not recorded. And when the reproduction control information is "10" 
representing copy allowed only once, the reproduction control information is 
converted into "0 1 M representing no more copy allowed and then the data received are 
recorded in the recording media. 

In this way, the copy generation resulting from the original data is confined. 

Further, in order to give the confining method of copy generation a coercive 
power, a method in which data are enciphered for transmission and the information 
required for enciphering and deciphering is licensed only to those suppliers who have 
entered an agreement to manufacture solely the equipment folly complying with the 
copy generation confinement system is also used. 

Incidentally, the method of storing the reproduction control information in the 
packet header of data packets on the transmission channel for transmission leaves the 
possibility of the reproduction control information being changed by other apparatuses 
in the process of transmission of packets from a transmitting apparatus to a receiving 
apparatus. 

For example, as shown in Fig. 6, even if the transmitting apparatus 1 transmits 
"11" meaning copy prohibited for the reproduction control information contained in 
the packet header of data packets, when the reproduction control information meets 
a changing attack during its transmission and the reproduction control information 



changes into "10" indicating copy once allowed, the data receiving apparatus 2 having 
received the packet cannot detect that this data is originally copy prohibited, and 
records the data as the reproduction control information contained in the packet header 
allows a one-time recording. 

Thus, the traditional data transmission method is likely to become unable to 
control copy generation. 

By the way, such two-bit information as mentioned above can represent only 
four types of reproduction control information. Depending on type of service, copy is 
allowed for up to two generations in addition to the four types mentioned above 
requiring to indicate a wider variety of reproduction control information, which in turn 
requires to use a larger number of bits. 

However, the system of storing reproduction control information in the header 
of transmission packets for transmission leaves only a limited reserved area in the 
header making it difficult to store many bits there. 

There is another method of storing reproduction control information not in the 
packet header but within the data. In this case, the difference of position and meaning 
of the reproduction control information by data format requires that the receiving 
apparatus to search for the reproduction control information for each format and to 
interpret the meaning thereof. 

Disclosure of the invention 



In view of such past problems, it is the object of the present invention to provide 
a data processing system, a data processing method and a data processing apparatus 
capable of showing a variety of reproduction control states that cannot be shown solely 
by reproduction control information storable in the packet header and of protecting 
effectively copyright in a meticulously thought-out manner. 

The data processing system according to the present invention includes the first 
data processing apparatus having a setting means that sets the first reproduction 
control information showing the reproduction control state of data and the second 
reproduction control information showing the reproduction control state of the data set 
in greater detail than the first reproduction control information and an output means 
that outputs the first reproduction control information, the second reproduction 
control information and the data; and the second data processing apparatus having an 
input means that inputs the first reproduction control information showing the 
reproduction control state of data and the second reproduction control information 
showing the reproduction control state of the data set in greater detail than the first 
reproduction control information and the data and a controlling means of reproduction 
that determines the reproduction control state of the data based on the first 
reproduction control information and second reproduction control information inputted 
by the input means and controls the reproduction of the data according to the 
determination result. 

In one respect, the data processing method according to the present invention 



includes the steps of creating the second reproduction control information defining 
more roughly the reproduction control state than the first reproduction control 
information based on the first reproduction control information defining the 
reproduction control state of data to be transmitted, storing the second reproduction 
control information of the data in the packet header of the data packet carrying the 
data and storing the first reproduction control information in the data, and transmitting 
simultaneously the first reproduction control information and second reproduction 
control information as well as the data. 

In another respect, the data processing apparatus according to the present 
invention includes a setting means that sets the first reproduction control information 
showing the reproduction control state of data and the second reproduction control 
information showing the data set in greater detail than the first reproduction control 
information; and an output means that outputs the first reproduction control 
information, the second reproduction control means and the data. 

In another respect, the data processing apparatus according to the present 
invention includes an input means that inputs the first reproduction control information 
showing the reproduction control state of data, the second reproduction control 
information showing the reproduction control state of the data set in greater detail than 
the first reproduction control information and the data; and a reproduction control 
means that determines the reproduction control state of the data based on said first 
reproduction control information and the second reproduction control information 



inputted by the input means and controls the reproduction of the data according to the 
determination result. 

In still another respect, the data processing apparatus according to the present 
invention includes an input means that inputs the first reproduction control infonnation 
showing the reproduction control state of data, the second reproduction control 
information defining the reproduction control state of the data in greater detail than 
said first reproduction control infonnation and the data; and a reproduction control 
means that determines the reproduction control state of the data based only on the first 
reproduction control infonnation among the first reproduction control information and 
the second reproduction control information inputted by the input means and controls 
and controls the reproduction of the data according to the determination result. 

Finally, the infonnation signal according to the present invention includes the 
first reproduction control infonnation showing the reproduction control state of data; 
the second reproduction control infonnation showing the reproduction control state 
of the data set in greater detail than the first reproduction control information; and the 
data proper. 

Brief Description of the Drawings 

Fig. 1 is a block diagram showing the configuration of a data transmission 
system according to the present invention. 

Fig. 2 is a drawing showing the structure of a transmission frame (isochronous 
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packet) transmitted over the IEEE 13 94 serial bus. 

Fig. 3 is a drawing showing the definition contents in reproduction control state 
of data in detailed reproduction control information in the data transmission system. 

Fig. 4 is a drawing showing the structure of data including the detailed 
reproduction control information stored in the data field of a data packet. 

Fig. 5 is a drawing showing the reproduction controlled state of data defined by 
simplified reproduction control information and detailed reproduction control 
information contained in a data packet received by the data receiving apparatus side 
in the data transmission system. 

Fig. 6 is a drawing showing the reproduction controlled state of data defined 
only by simplified reproduction control information contained in a data packet 
received by the data receiving apparatus side in the data transmission system. 

Best Mode for Carrying out the Invention 

The best mode for carrying out the present invention is hereinafter explained 
with references to the drawings. 

This invention is applied to a data transmission system as shown for example 
in Fig. 1. 

This transmission system includes a data transmitting apparatus 10 and a data 
receiving apparatus 20,the data transmitting apparatus 10 and the data receiving 
apparatus 20 being interlinked through a transmission channel 30. 



In the data transmission system of this mode of embodiment, the data 
transmitting apparatus 10 is a set top box designed to receive satellite digital 
multichannel broadcast programs coming from communication satellite, and consists 
of a central processing unit (CPU) 12, a memory 13, an input interface 14, user 
interface 15, input-output interface 16, etc. The input interface 14 is connected to a 
satellite antenna 18. And the input-output interface 16 is an IEEE (The International 
of Electrical and Electronics Engineers, Inc.) 1394 high performance serial bus 
interface (hereinafter referred to simply as "IEEE 1394 interface") which is a digital 
interface, and is connected to the transmission channel 30. The transmission channel 
30 is a transmission channel consisting of an IEEE 1394 serial bus. 

In this data transmission apparatus 10, the CPU 12 operates according to a 
control program stored in the memory 13 and performs various control operations 
including the selection of programs according to the operational information inputted 
by the user interface 15. 

And this data transmission apparatus 10 chooses the desired channel of satellite 
digital multichannel broadcast signals through the input interface 14 to which the 
receiving antenna 18 is connected and receives image and music data of the desired 
channel. The image and music data thus received are then transmitted as contents data 
to the transmission channel 30 through the input-output interface 16. 

On the other hand, the data receiving apparatus 20 is a recording apparatus that 
records data contents received from the data transmitting apparatus 10 or image and 
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music data on a magnetic tape, an optical magnetic disk or other recording media, and 
consists of a central processing unit (CPU) 22 connected to an internal bus 21, a 
memory 23, an input-output unit interface 24, an user interface 25, amedia access part 
26, etc. The input-output interface 24 is an IEEE 1394 interface which is a digital 
interface, and a transmission channel 30 is connected thereto. 

The IEEE 1394 standard calls the transmission action performed within a 
network as "subaction" and sets forth two types of subactions. In other words, these 
two subactions are defined as an asynchronous transfer mode used for normal data 
transmission for one of them and the other is a synchronous transfer mode that assures 
a transmission band called "Isochronous Data Transfer." 

In this data transmission system, the isochronous data transfer mode that can 
secure a transmission band is used to transmit music data between the data 
transmission apparatus 10 and the data receiving apparatus 20. 

Here, Fig. 2 shows the construction of a packet (isochronous packet) transmitted 
by the isochronous transfer mode on the transmission channel 30 consisting of an 
IEEE 1394 serial bus. 

An isochronous packet consists of a header, a header CRC, a data field and a 
data CRC as shown in Fig. 2. 

The header includes a data length, a tag, a channel, a t code and a 
synchronization code "sy." 

The data length shows the length of data field. The tag shows the format of data 
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transferred by the isochronous packet. The channel is used to identify and to receive 
a specific desired packet from among a plurality of isochronous packets transmitted 
on the IEEE 1394 serial bus. t code is a transaction code, and includes a value showing 
that it is an isochronous transfer. The synchronization code "sy" is used to exchange 
synchronization information between the transmitting side and the receiving side and 
to synchronize the image data, voice data and other contents data stored in the data 
field. 

The header CRC is an area for storing CRC (Cyclic Redundancy Code) for data 
stored in the data field. 

The data field is a field where image data, voice data and other contents data are 

stored. 

The data CRC is an area for storing CRC (Cyclic Redundancy Code) for data 
stored in the data field. This serves as the basis for checking transfer errors of data. 

And the data receiving apparatus 20 receives contents data through the input- 
output interface 24, and if the data are recordable, the apparatus records the same on 
a recording medium through a media access part 26, converts the contents data into 
analogue signals and outputs the same from the voice output terminal 26A. 

And upon receiving contents data of which recording is prohibited, the data 
receiving apparatus 20 does not record the same on the recording medium through the 
action of the media access part 26, simply converts music data into analogue signals 
and outputs the same from the voice output terminal 26A. 
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In this data receiving apparatus 20, the CPU 22 operates according to the 
control program stored in the memory 23, and in response to the operational 
information inputted through the user interface 25, controls the recording and 
reproduction actions of the media access part 26 on the recording medium. 

The following is an explanation on the case where the contents data are music 
information. Here, in this data transmission system, the music data are supposed to 
take one of the following five types of reproduction control mode: 

(a) Copy free; 

(b) Copy allowed for one more generation; 

(c) Copy allowed for two more generations; 

(d) No more copy allowed; 

(e) Originally copy prohibited. 

Upon receiving this music data from a satellite, the data transmission apparatus 
10 judges in which of the five types of reproduction control mode (a) ~ (e) the data 
are. 

This is done by receiving through the satellite the four bits of copyright mode, 
copyright, original/copy, and MD-EMI selection defined as shown in Fig. 3 and 
interpreting the same. These bits are set by the copyright holder or an agent of the 
copyright holder and is sent out into the satellite transmission channel. 

Figure 3 shows that x can be either "0 M or "1." The copyright mode bit shows 
how to interpret the reproduction control state specified by the copyright mode bit and 
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the original/copy bit. 

The setting of this copyright mode bit enables to vary the way the reproduction 
control state is interpreted when the respective bit for copyright and original/copy is 
"0, 0," in other words when the copyright bit is "0 M meaning that the data is protected 
by copyright, and the original/copy bit is "0" meaning that the data are original, and 
the way the reproduction control state is interpreted when the respective bit of 
copyright and original/copy is "0, 1," in other words the copyright bit is "0" meaning 
that the data is protected by copyright, and the original/copy bit is "1" meaning that 
the data are a copy from the data on the interface and the data on the medium, and thus 
establishes two types respectively. 

When the copyright mode bit is "0," the copyright bit and the original/copy bit 
show the reproduction control state of the data on the interface, and when the 
copyright mode bit is "1," the copyright bit and the original/copy bit show the 
reproduction control state of the data after they are copied on a medium such as a 
minidisk. Here, the data on the interface means data being transmitted or data not yet 
recorded on any recording medium. For example, data on the interface which can be 
copied for two generations becomes ones that can be copied for a generation only 
when they are recorded on a recording medium. 

The copyright bit shows whether the data is protected by copyright or not. 
When the copyright bit is "0," the data are protected by copyright, and when the 
copyright bit is "1," the data are not protected by copyright. 
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The original/copy bit shows the data generation, in other words whether the data 
are original or a copy. If the original/copy bit is "0," the data are original, and when 
the original/copy bit is "1," this shows that the data are a copy. 

The MD-EMI selection bit shows what to do with the state of an easily 
recognizable simplified control information to be stored in the packet header. 

This MD-EMI selection bit is effective only when the copyright mode bit, 
copyright bit and original/copy bits are respectively "0, 0, and 1," in other words when 
the copyright mode bit is "0," the copyright bit and the original/copy bit show the state 
of reproduction control of the data on the interface; when the copyright bit is "0," this 
means that the data are protected by copyright; and if the original/copy bit is "1 this 
means that the data are a copy. 

The MD-EMI selection bit being "0" shows that the reproduction control 
information to be stored in the packet header will be "11," and the MD-EMI selection 
bit being " 1 " shows that the reproduction control information to be stored in the packet 
header will be "0 1 The reproduction control information "11" shows originally copy 
prohibited as described below, and the reproduction control information "01" shows 
that any further copy is prohibited. 

In response to this state of the MD-EMI selection bit, the data transmitting 
apparatus 10 stores 2-bit information (simplified reproduction control information) in 
the header of the data packet that carries data. 

In other words, upon receiving music data from a satellite, the data transmitting 
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apparatus 10 judges in which state of the five types of reproduction control state (a) 
~(e) the data are; and stores in the header of the data packet, as easily identifiable 
reproduction control information, a reproduction control information "00" representing 
copy free when the reproduction control state is (a), a reproduction control information 
"10" representing copy allowed for a limited number of generations when the 
reproduction control state is (b) or (c), a reproduction control information "01" 
representing no more copy allowed when the reproduction control state is (d), and a 
reproduction control information "11" representing originally copy prohibited when 
the reproduction control state is (e). 

And this data transmission system secures a transmission band and stores easily 
identifiable simplified reproduction control information in the header of an 
isochronous packet that carries music data by isochronous transfer. For storing area 
of simplified reproduction control information, according to the IEEE 13 94 standard 
for example, a part of sy field freely available for separate application is used. 

In addition, the data transinitting apparatus 10 stores during transmission four 
bits for copyright mode, copyright, original/copy and MD-EMI selection as detailed 
reproduction control information in the data field as shown in Fig. 4 and transmits the 
same to the data receiving apparatus 20. 

In the data format shown in Fig. 4, the FDF field length field is a field for FDF 
field length that shows the size of data to be stored in the FDF (Format Dependent 
Field) where values corresponding to format are recorded. The audio-data-type- 1 field 
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and the audio-data-type-2 field are fields showing the type of music data proper to be 
stored in the data field. The copyright field is a field for storing a copyright bit 
indicating the presence or absence of copyright. The original/copy field is a field for 
storing an original/copy bit that shows whether the data are original or not. The stereo 
mono field is a field for storing a stereo mono bit indicating whether the music data 
are stereo or mono. The emphasis field is a field for storing an emphasis bit indicating 
the presence or absence of emphasis. The data-start indicator field is a field for storing 
a data-start indicator bit showing the starting position of data. The data-end indicator 
field is a field for storing a data-end indicator indicating the starting position (end?) 
of data. The PES data counter field is a field for storing a PES-data-counter value 
showing the value of a PES data counter. The copyright mode field is a field for 
storing a copyright mode bit showing whether the copyright is the one of the data 
being transmitted or that of the data recorded in the recording medium. The MD-EMI- 
selection field is a field for storing a MD-EMI selection bit showing what to do with 
an easily identifiable reproduction control information to be stored in the packet 
header. The data-checksum field is a field for storing the data-checksum of music data 
in the data field. And the data field is a field for storing music data proper. 

And in this data transmission system, if the data receiving apparatus 20 is an 
apparatus capable of identifying detailed reproduction control data, on receiving a data 
packet sent from the data transmitting apparatus 10, the data receiving apparatus 20 
interprets the simplified reproduction control information and the detailed 
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reproduction control data as shown in Fig. 5 and processes the data. 

In other words, if the simplified reproduction control information of the data 
packet sent from the data transmitting apparatus 10 is "00," the data receiving 
apparatus 20judges that the music data received are data that can be copied without 
any restriction and can be recorded on the recording media by the action of the media 
access part 26. 

And if the simplified reproduction control information of the data packet that 
had been sent from the data transmission apparatus 10 is "10," and if the three bits of 
copyright mode, copyright and original/copy given as the detailed reproduction control 
information are " 1 , 0 and 0," the CPU 22 of the data receiving apparatus 20 judges that 
the music data received are data that can be copied up to the second generation, and 
can record the same on a recording medium through the media access part 26. While 
recording the received music data that can be copied up to the second generation on 
a recording medium through the media access part 26, the CPU 22 of the data 
receiving apparatus renews the three bits representing the copyright mode, copyright 
and original/copy forming part of the detailed reproduction control information into 
"1, 0, 1" or the state of copy allowed only for a generation. In this way, music data 
that can be copied up to two generations will be reproduced in the form of data that 
can be copied for only a generation when they are reproduced by the media access part 
26 from the recording medium. In this connection, it is also possible to make an 
arrangement whereby, instead of having the first and detailed reproduction control 
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inforaiation stored on the recording medium, another information having the same 
meaning will be stored there. 

And when the simplified reproduction control inforaiation of a data packet sent 
from the data transmitting apparatus 10 is "10" and the three bits for the copyright 
mode, copyright and original/copy given as detailed reproduction control information 
are "1, 0 and 1 " the CPU 22 of the data receiving apparatus 10 judges the music data 
received as data that can be copied for a generation, and can record through the action 
of the media access part 26 on a recording medium. While recording music data 
received that can be copied for only a generation on a recording medium, the CPU 22 
of the data receiving apparatus 20 renews the four bits for copyright mode, copyright, 
original/copy, and MD-EMI selection constituting detailed reproduction control 
information into "0,0,1,1," and simplified reproduction control information into "0 1 " 
meaning no more copy allowed for recording. In this way, music data that can be 
copied for a generation only will be reproduced as data the further reproduction of 
which is prohibited when they are reproduced through the media access part 26 from 
the recording medium. In this connection, it is also possible to make an arrangement 
whereby, instead of having the first and detailed reproduction control information 
stored on the recording medium, another information having the same meaning will 
be stored there. 

Furthermore, when the simplified reproduction control information of a data 
packet sent from the data transmitting apparatus 1 0 is "0 1" or " 1 1 " the CPU 22 of the 
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data receiving apparatus 10 judges the music data received as data whose copy is 
prohibited, prohibits the recording of music data through the action of the media 
access part 26, converts simply the music data into analogue signals and controls the 
media access part 26 so that the music may be outputted from the voice output 
terminal 2 6 A. 

On the other hand, when the data receiving apparatus 20 that can identify 
detailed reproduction control information has received a data packet that includes 
simplified reproduction control information and detailed reproduction control 
information with a combination other than the ones shown in Fig. 5, the data receiving 
apparatus 20 judges that the data are illicit and destroys the data. And in Fig. 5, x 
shows that it can be either "0" or "1." 

In addition, in this data transmission system, if the data receiving apparatus 20 
is an apparatus that cannot identify detailed reproduction control information, on 
reception of a data packet sent from the data transmitting apparatus 10, the data 
receiving apparatus 20 interprets the simplified reproduction control information as 
shown in Fig. 6 and processes the data accordingly. 

In order to enable to interpret the seven types of reproduction control states 
specified by 4-bit detailed reproduction control information as shown in Fig. 5 as four 
types of reproduction control states as shown in Fig. 6, the simplified reproduction 
control information consists of data of such reproduction control state as those on a 
recording medium that can be copied up to two generations, data on a recording 
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medium that can be copied for only a generation, and data on an interface that can be 
copied for only a generation defined in common by the simplified reproduction control 
information "10" as data that can be copied for only a generation, and defined as copy 
free by the simplified reproduction control information "00," as no more copy allowed 
by the simplified reproduction control information "0 1 ," and originally copy prohibited 
by the simplified reproduction control information "11." 

In this way, if the simplified reproduction control information of a data packet 
sent from the data transmitting apparatus 10 is "00," the data receiving apparatus 20 
judges the music data received as data that can be copied freely and can record the 
same on a recording medium through the action of the media access part 26. 

And if the simplified reproduction control information of the data packet sent 
from the data transmitting apparatus 1 0 is " 10," the data receiving apparatus 20 judges 
the music data received as data that can be copied for a generation and can record on 
a recording medium through the action of the media access part 26. While recording 
the music data received that can be copied for a generation through the action of the 
media access part 26, the CPU 22 of the data receiving apparatus 20 renews the 
simplified reproduction control information to "01" or the state of no more copy 
allowed. In this way, music data that can be copied for a generation will be recorded 
on a recording medium through the action of the media access part 26. The music data 
recorded will be reproduced as data in the state of copy prohibited. 

On the other hand, when the data receiving apparatus 20 that cannot identify 
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detailed reproduction control information has recorded the contents on a recording 
medium according to the above method, the simplified reproduction control 
information will change from "10" to "01," and will shift to a state of no more copy 
allowed. No change made in the detailed reproduction control information stored in 
the data results in differences in information. However, the data receiving apparatus 
20 does not record as mentioned above in case the simplified reproduction control 
information is "01" and therefore there can be no possibility that the contents will be 
recorded fraudulently. 

In addition, when the simplified reproduction control information of the data 
packet sent from the data transmitting apparatus 10 is "01" or "1 1," the CPU 22 of the 
data receiving apparatus 20 judges the music data received as one whose copy is 
prohibited, prohibits the music data from being recorded by the media access part 26, 
simply converts the music data into analogue signals and controls the media access 
part 26 so that the music data may be outputted from the voice output terminal 26 A. 

Thus, in this data transmission system, on the basis of the detailed reproduction 
control information defining the reproduction control state of the data to be 
transmitted, the data transmitting apparatus 1 0 creates simplified reproduction control 
information in which the reproduction control state of data is defined more roughly 
than the detailed simplified reproduction control information, stores the simplified 
reproduction control information of the data in the packet header of the data packet 
carrying the data, store the detailed reproduction control information in the data, and 
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transmits the same to the data receiving apparatus 20 through the transmission channel 
30 from the input-output interface 16. Thus, it becomes possible to show a variety of 
reproduction control states that cannot be shown by reproduction control information 
storable in the packet header alone, and to protect copyright by paying attention to 
small details. And the data receiving apparatus 20 can proceed to an accurate 
reproduction control based on the simplified reproduction control information or the 
detailed reproduction control information or a rough reproduction control based only 
on the simplified reproduction control information depending on its processing 
capacity. 

While a data transmission system in which a transmission channel is used is 
described in the above mode of carrying out, it is also possible to apply the system to 
recording media. For example, in case of application to an optical magnetic disk, 
simplified reproduction control information is stored in the TOC (table of contents) 
area where the address information of the data is written, and detailed reproduction 
control information is buried in the data area along with the data contents. In this way, 
in a recording apparatus with a high processing capacity, the reproduction control 
information recorded on a recording medium is used to control reproduction based on 
simplified reproduction control information and detailed reproduction control 
information, and in a recording apparatus with a low processing capacity, simplified 
reproduction control information alone serves as the basis for a reproduction control 
processing. Such a configuration enables to perform very carefully thought-out 
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reproduction control processing of the contents in a recording apparatus provided with 
a device of high processing capacity and to create a product that can protect the 
copyright of the contents even in a recording apparatus provided with a device of a low 
processing capacity. 
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CLAIMS 

1. A data processing system comprising: 

the first data processing apparatus having a setting means that sets the first 
reproduction control information showing the reproduction control state of data and 
the second reproduction control information showing the reproduction control state of 
said data set in greater detail than said first reproduction control information and an 
output means that outputs said first reproduction control information, said second 
reproduction control information and said data; and 

the second data processing apparatus having an input means that inputs the first 
reproduction control information showing the reproduction control state of data and 
the second reproduction control information showing the reproduction control state of 
said data set in greater detail than said first reproduction control information and said 
data and a controlling means of reproduction that determines the reproduction control 
state of said data based on said first reproduction control information and second 
reproduction control information inputted by said input means and controls the 
reproduction of said data according to the determination result. 

2. The data processing system according to Claim 1 , further comprising the third data 
processing apparatus having an input means that inputs the first reproduction control 
information showing the reproduction control state of data, the second reproduction 
control information defining the reproduction control state of said data in greater detail 
than said first reproduction control data and said data, and a controlling means of 
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reproduction that determines the reproduction control state of said data based only on 
said first reproduction control information among said first reproduction control 
information and said second reproduction control information inputted by said input 
means, and controls the reproduction of said data according to the determination 
result. 

3 . The data processing system according to Claim 1 wherein said setting means in said 
first data processing apparatus sets the first reproduction control information based on 
the detailed reproduction state of data constituting said second reproduction control 
information. 

4. The data processing system according to Claim 1 wherein said output means in said 
first data processing apparatus stores said first reproduction control information in the 
header section of transmission signals, stores said second reproduction control 
information and said data in said header section of a transmission signal and thus 
creates transmission signals which will be then outputted. 

5. The data processing system according to Claim 1 wherein said input means in said 
second data processing apparatus stores receives said first reproduction control 
information stored in the header section of a transmission signal and said second 
reproduction control information and data stored in the data section of said 
transmission signals and inputs said first reproduction control information, said second 
reproduction control information and said data. 

6. The data processing system according to Claim 1 wherein said reproduction control 
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means in said second data processing apparatus renews the reproduction control state 
of reproducible data according to said determination result to control the reproduction 
of said data. 

7. The data processing system according to Claim 2 wherein said input means in said 
third data processing apparatus receives said first reproduction control information 
stored in the header section of a transmission signal and said second reproduction 
control information and said data stored in the data section of said transmission signal 
and inputs said first reproduction control information and said second reproduction 
control information and said data. 

8 . The data processing system according to Claim 2 wherein said reproduction control 
means in said third data processing apparatus renews the reproduction control state 
of reproducible data according to said determination result to control the reproduction 
of said data. 

9. A data processing apparatus according to Claim 1 wherein said first reproduction 
control information is information showing one of a plurality of reproduction control 
states and said second reproduction control information is information showing one 
of a larger number of reproduction control states than the reproduction control states 
shown by said first reproduction control information, and each of the reproduction 
control states indicated by said second reproduction control information is linked with 
any one of the reproduction control states shown by said first reproduction control 
information. 
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10. A data processing method comprising the steps of: 

creating the second reproduction control information defining more roughly the 
reproduction control state than said first reproduction control information based on the 
first reproduction control information defining the reproduction control state of data 
to be transmitted ; 

storing said second reproduction control information of said data in the packet 
header of said data packet carrying said data and storing said first reproduction control 
information in said data; and 

transmitting simultaneously said first reproduction control information and 
second reproduction control information as well as said data. 

11. The data processing method according to Claim 10 wherein said first 
reproduction control information is information showing one of a plurality of 
reproduction control states and said second reproduction control information is 
information showing one of a larger number of reproduction control states than the 
reproduction control states shown by said first reproduction control information, and 
each of the reproduction control states indicated by said second reproduction control 
information is linked with one of the reproduction control states shown by said first 
reproduction control information. 

12. A data processing apparatus comprising: 

a setting means that sets the first reproduction control information showing the 
reproduction control state of data and the second reproduction control information 
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showing said data set in greater detail than said first reproduction control information; 
and 

an output means that outputs said first reproduction control information, said 
second reproduction control means and said data. 

13. The data processing apparatus according to Claim 12 wherein said setting means 
sets said first reproduction control information of data of data based on said second 
reproduction control information constituting detailed reproduction control state of 
data. 

14. The data processing apparatus according to Claim 12 wherein said output means 
stores said first reproduction control information in the header section of transmission 
signals and said second reproduction control information and said data in the data 
section of said transmission signals to create transmission signals and to output the 
same. 

15. The data processing apparatus according to Claim 12 wherein said first 
reproduction control information is information showing one of a plurality of 
reproduction control states and said second reproduction control information is 
information showing one of a larger number of reproduction control states than the 
reproduction control states shown by said first reproduction control information, and 
each of the reproduction control states indicated by said second reproduction control 
information is linked with one of the reproduction control states shown by said first 
reproduction control information. 
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16. A data processing apparatus comprising: 

an input means that inputs the first reproduction control information showing 
the reproduction control state of data, the second reproduction control information 
showing the reproduction control state of said data set in greater detail than said first 
reproduction control information and said data; and 

a reproduction control means that determines the reproduction control state of 
said data based on said first reproduction control information and said second 
reproduction control information inputted by said input means and controls the 
reproduction of said data according to the determination result. 

17. The data processing apparatus according to Claim 16 wherein said input means 
receives said first reproduction control information stored in the header section of 
transmission signals and said second reproduction control information and said data 
stored in the data section of said transmission signals and inputs said first reproduction 
control information and said second reproduction control information and said data. 

18. The data processing apparatus according to Claim 16 wherein said reproduction 
control means renews the reproduction control state for reproducible data according 
to said determination result and controls the reproduction of said data. 

19. The data processing apparatus according to Claim 16 wherein said first 
reproduction control information is information showing one of a plurality of 
reproduction control states and said second reproduction control information is 
information showing one of a larger number of reproduction control states than the 
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reproduction control states shown by said first reproduction control infonnation, and 
each of the reproduction control states indicated by said second reproduction control 
infonnation is linked with one of the reproduction control states shown by said first 
reproduction control information. 

20. A data processing apparatus comprising: 

an input means that inputs the first reproduction control information showing 
the reproduction control state of data, the second reproduction control information 
defining the reproduction control state of said data in greater detail than said first 
reproduction control information and said data; and 

a reproduction control means that determines the reproduction control state of 
said data based only on said first reproduction control information among said first 
reproduction control information and said second reproduction control information 
inputted by said input means and controls and controls the reproduction of said data 
according to the detennination result. 

21. The data processing apparatus according to Claim 20 wherein said input means 
receives said first reproduction control information stored in the header section of 
transmission signals and said second reproduction control information and said data 
stored in the data section of said transmission signals and inputs said first reproduction 
control information and said second reproduction control information and said data. 

22. The data processing apparatus according to Claim 20 wherein said reproduction 
control means renews the reproduction control states for reproducible data according 
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to said determination result and controls the reproduction of said data. 

23. The data processing apparatus according to Claim 20 wherein said first 
reproduction control information is information showing one of a plurality of 
reproduction control states and said second reproduction control information is 
information showing one of a larger number of reproduction control states than the 
reproduction control states shown by said first reproduction control information, and 
each of the reproduction control states indicated by said second reproduction control 
information is linked with one of the reproduction control states shown by said first 
reproduction control information. 

24. Information signal processed by a data processing apparatus that records data, said 
information signal comprising: 

the first reproduction control information showing the reproduction control state 

of data; 

the second reproduction control information showing the reproduction control 
state of said data set in greater detail than said first reproduction control information; 
and 

said data proper. 
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ABSTRACT 

Based on the detailed reproduction control information defining the 
reproduction control state of data to be transmitted, the CPU 12 of the data 
transmission apparatus creates a simplified reproduction control information roughly 
defining the reproduction control state of the data, stores the simplified reproduction 
control information of the data in the packet header of a data packet carrying the data, 
stores the detailed reproduction control information in the data, and transmits the 
simplified reproduction control information and the detailed reproduction control 
information as well as the data to the data receiving apparatus 20 through the 
transmission channel 30 from the input-output interface 16. The CPU 22 of the data 
receiving apparatus 20 analyses the reproduction control state of the data contained 
in the data packet based on the simplified reproduction information and the detailed 
reproduction information contained in the data packet, and controls the reproduction 
of the data by the action of the media access part 26 according to the analysis result. 



09/719708 



1/6 



18 



14 



INPUT l/F 



13 
15 



23 

22 
25 



MEMORY 



USER l/F 



MEMORY 



CPU 



USER l/F 



10 



11 



12 



CPU 



INPUT/ 
OUTPUT l/F 



16 



30 



-21 



-24 



INPUT/ 
OUTPUT l/F 



26 



26A 



VOICE 
OUTPUT 



20 



FIG.1 



2/6 



SYNCHRONOUS 
CODE 



REPRODUCTION CONTROL 
INFORMATION 



DATA LENGTH 

I I I 1 1 1 1 1 1 1 1 1 1 1 1 


TAG 

1 


CHANNEL 

1 1 1 1 1 


tCODE 

1 1 1 


1 


sy 

1 


HEADER CRC 

II 1 1 1 1 1 1 1 1 1 1 



DATA FIELD 



I 1 I I I I I I I I I 1 I I I I I I I I I I I 1 I 1 I I I I 



Ill 



DATA CRC 

I I I I 1 







FIG.2 



3/6 



COPY 
RIGHT 
MODE 


IrUrY 

RIGHT 


UrflVJllrMML. 

/COPY 


Mn-FMI 

IVILSdVII 

SELECTION 


REPRODUCTION 
CONTROL 
STATE 


1 


1 


X 


X 


NO COPY 
RESTRICTION 


1 


0 


0 


X 


COPY ALLOWED UPTO 
TWO GENERATIONS 


1 


0 


1 


X 


COPY ALLOWED ONLY 
FOR ONE GENERATION 


0 


1 


X 


X 


NO COPY 
RESTRICTION 


0 


0 


0 


X 


COPY ALLOWED ONLY 
FOR ONE GENERATION 


0 


0 


1 


1 


NO MORE 
COPY ALLOWED 


0 


0 


1 


0 


COPY INHIBITED 
ORIGINALLY 



FIG.3 



09/7197 



4/6 



FDF field length 



audio_data_type_1 



audio_data_type_2 



copyright 



original 
or copy 



stereo 
mono 



emphasis 



data_start 
indicator 



data__end 
indicator 



PES data counter 



copy_right 
mode 



MD_EML 
selection 



reserved 



present_PES_number 



RESERVED 



MUSIC DATA CHECKSUM 



MUSIC DATA 
(159 BYTES) 



FIG.4 



5/6 



REPRODUCTION 

CONTROL 
STATE OF DATA 
RECORDED 


NO COPY 
RESTRICTION 


COPY ALLOWED ONLY 
FOR ONE GENERATION 


NO MORE COPY 
ALLOWED 


NO COPY 
RESTRICTION 


NO MORE COPY 
ALLOWED 






REPRODUCTION 

CONTROL 
STATE OF DATA 
ON TRANSMISSION 
CHANNEL 


NO COPY 
RESTRICTION 


COPY ALLOWED UPTO 
TWO GENERATIONS 


COPY ALLOWED ONLY 
FOR ONE GENERATION 


NO COPY 
RESTRICTION 


COPY ALLOWED ONLY 
FOR ONE GENERATION 


NO MORE COPY 
ALLOWED 


COPY INHIBITED 
ORIGINALLY 


SIMPLE 
REPRODUCTION 

CONTROL 
INFORMATION 


o 
o 


o 


o 


o 
o 


o 


o 






MD-EMI 
SELECTION 


X 


X 


X 


X 


X 




o 


zz 
















PRODUCTIO 
NFORMATIO 


ORIGINAL 
/COPY 


X 


o 




X 


o 






DETAIL RE 
CONTROL 1 


COPY 
RIGHT 




o 


o 




o 


o 


o 




















COPY 
RIGHT 
MODE 








o 


o 


o 


o 



LO 

(5 
ll 



6/6 



SIMPLE 
REPRODUCTION 
CONTROL 
INFORMATION 


REPRODUCTION 
CONTROL STATE 

OF DATA ON 
TRANSMISSION 
CHANNEL 


REPRODUCTION 
CONTROL STATE 
OF DATA 
RECORDED 


00 


NO COPY 
RESTRICTION 


NO COPY 
RESTRICTION 


1 0 


COPY ALLOWED ONLY 
FOR ONE GENERATION 


NO MORE COPY 
ALLOWED 


01 


NO MORE COPY 
ALLOWED 




1 1 


COPY INHIBITED 
ORIGINALLY 





FIG.6 



PTO/SB 106(5-00) 
Approved for use through 10/31/02. OMB 0651-0032 
Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1 995, no persons are required to respond to a collection of information unless it displays a vahd OMB control number 

Declaration and Power of Attorney for Patent Application 

Japanese Language Declaration 



As a below names inventor, I hereby declare that: 



My residence, post office address and citizenship are as stated 
next to my name: 

I believe I am the original, first and sole inventor(if only one 
name is listed below) or an original, first and joint inventor (if 
plural names are listed below) of the subject matter which is 
claimed and for which a patent is sought on the invention 
entitled. 

DATA PROCESSING SYSTEM, DATA PROCESSING METHOD 
AND DATA PROCESSING APPARATUS 



111 ±3aft«i<Di!l»tttCCfc»ff*hTV»5^ T&0tttf**?9 



□ 



the specification of which is attached hereto unless the 
following box is checked: 



X was filed on April 17. 2000 S 
as United States Application Number of 
PCT International Application Number PCT/JPQO/0249 4 

and was amended on 

(if applicable). 



I hereby state that I have reviewed and understand the contents 
of the above identified specification, including the claims, as 
amended by any amendment referred to above. 



I acknowledge the duty to disclose information which is 
material to patentability as defined in Title 37, Code of Federal 
Regulations, Section 1.56. 



Burden Hour Statement- This form is estimated to take 0.4 hours to complete. Time will vary depending upon the need of the individual case. Any comments on the 
amount of time you are required to complete this form should be sent to Chief Information Officer, U.S. Patent and Trademark Office, Washington. DC 20231. DO 
NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner of Patents and Trademarks. Washington, DC 20231. 



Page 1 of 4 



sha0062 



S £><?/><>?■$ 6 US 00 



Japanese Language Declaration 



3 



5K£3 6 5&(a>icJ:5PCTPai&£fiHlc^T, 1 1 9 £ (a) 
Prior Foreign Application(s) 



1 1-11011 1 .X 
(Number) 

PCT/JP00/02494 
(Number) 
<**) 



Japa n 
(Country) 

(I9«> 

per 



(Country) 



(Number) 



^(Number) 



„ TJNumber) 
N<#*) 

.,„|Number) 



(Country) 



(Country) 



(Country) 



(Country) 

<si£> 



Application No.) 



(Filing Date) 



CTBIBIfilteoV»T4 4 *<0B8 3 6 5& <c)fc£**< ft}2£ 
fflff B b #fflf*JffiK B * tz ti P C TfflKffiBt 0 OffieDJWRI^ic A* 



(Application No.) 



(Filing Date) 



I hereby claim foreign priority under Title 35, United States Code, 
Section 119(a)-(d) or 365(b) of any foreign application(s) for patent or 
inventor's certificate, or 365(a) of any PCT International application 
which designated at least one country other than the United States listed 
below and have also identified below, by checking the box, any foreign 
application for patent or inventor's certificate or PCT international 
application having a filing date before that of the application for which 
priority is claimed. 

Priority Not Claimed 



16 April 1999 * 
(Day/Month/Year Filed) 



17 April 2000 v 
(Day/Month/Year Filed) 



□ 



(Day/Month/Year Filed) 



(Day/Month/Year Filed) 



(Day/Month/Year Filed) 



□ 



□ 



□ 



□ 



□ 



(Day/Month/Year Filed) 



I hereby claim the benefit under Title 35. United States Code, Section 
11 9(e) of any united States provisional application(s) listed below. 



(Application No.) 



(Filing Date) 
(fBKB) 



I hereby claim the benefit under Title 35, United States Code, Section 
120 of any United States application(s), or 365© of any PCT 
international application designating the United States, listed below and, 
insofar as the subject matter of each of the claims of this application is 
not disclosed in the prior United States or PCT International application 
in the manner provided by the first paragraph of Title 35, United States 
Section 1 12, I acknowledge the duty to disclose information which is 
material to patentability as defined in Title 37. Code of Federal 
Regulations, Section 1.56 which became available between the filing 
date of the prior application and the national or PCT international filing 
date of application. 



(Status: Patented, Pending, Abandoned) 



I hereby declare that all statements made herein of my own 
knowledge are true and that all statements made on information 
and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false 
statements and the like so made are punishable by fine or 
imprisonment, or both, under Section 1001 of Title 18 of the 
United States Code and that such willful false statements may 
jeopardize the validity of the application or any patent issued 
thereon. 



Page 2 of 4 



sha0062 



Japanese Language Declaration 



nil - — ^ 



POWER OF ATTORNEY: As a named inventor, I hereby appoint 
the following attorney(s) and/or agent(s) to prosecute this application 
and transact al business in the Patent and Trademark Office 
connected therewith (list name and registration number) 

WILLIAM S. FROMMER, Registration No. 25,506 and 

DENNIS M. SMID, Registration No. 34,930 

Send Correspondence to: 
WILLIAM S. FROMMER. Esq. 

r/nFPOTWnV IER T AWRFMPF. HATTG T T P 

745 Fifth Avenue 

New York, New York 10151 



Direct Telephone Calls to: 

to the attention of: 
WILLIAM S. FROMMER 



Bit 



Full name of sole or first inventor 



Tcmovuki ASANO 
inventor's signature 



Date 



^4 




Residenfce 
Kanagawa, Japan ^^FPX, 



SI IS 



Citizenship 
Japan ^ 



Post Office Address 

c/o Sony Corporation, 7-35, Kitashinagawa 6-chome, 
Shinagawa-ku, Tokyo 141-0001 Japan 



full name of second joint inventor, if any 
c£ Yoshitomo CS ^ A 



Second Inventor's signature 



Res 




Date 



Japan c^Py*v 



Citizenship 
Japan 



Post Office Address 

c/o Sony Corporation, 7-35, Kitashinagawa 6-chcme, 
Shinagawa-ku, Tokyo 141-0001 Japan 



( *£££®* H * W * te ^ V>T * W * teEttt * (Supply similar information and signature for third and subsequent 

joint inventors) 



Page 3 of 4 



sha0062 



Japanese Language Declaration 



POWER OF ATTORNEY: As a named inventor, I hereby appoint 
the following attorney(s) and/or agent(s) to prosecute this application 
and transact al business in the Patent and Trademark Office 
connected therewith (list name and registration number) 

WILLIAM S. FROMMER, Registration, No. 25,506 and 

DENNIS M. SMID, Registration No. 34,930 



Send Correspondence to: 

WILLIAM S. FROMMER , Esq. 

c/o FROMMER LAWRENCE & HAUG LLP 

745 Fifth Avenue 



NiwYork, New York 10151 



Direct Telephone Calls to: 

(2121588^800 
"to the attention of: 
WILLIAM S. FROMMER 



Full name of third joint inventor, if any 



^ r ^(57 3Teruvoshi KQMUR0_ 



Third inventor s signature 



Date 
/to v. P 



Residence 
Kanagaw=i T Japan j^(X 



Citizenship 
Japan 



Post Office Address 

c/o Sony Corporation, 7-35, Kitashinagawa 6-chome, 
Shinagawa-ku, Tokyo 141-0001 Japan 



Full name of fourth joint inventor, if any 
Ichiro HAMADA 



Fourth Inventor's signature 




Date 



Kanagawa^ Japan 



'Citizenship 
Japan 



Post Office Address 

c/o Sony Corporation, 7-35, Kitashinagawa 6-chome, 
Shinagawa-4cu, Tokyo 141-0001 Japan 



Page 4 of 4 



sha0062 



